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QUESTION: 1 
You have created a Lambda function to help automate an ETL process. The function is 
triggered by a SQS Queue Depth Cloud Watch alarm, and is designed to process a 
message from the SQS and dump the results to an S3 bucket. During testing, you 
manually create a message in the SQS; however, no results show up in S3. What are 
some possible causes? (Choose 3 answers) 

A. Your Lambda function is outside of a VPC; it needs to reside within a VPC to 
access SQS and S3. 
B. Your Lambda function does not have the proper permissions to PUT to S3. 
C. Your function timed out. 
D. You did not provision enough compute resources and your function ran out of 
memory. 

Answer: B, C, D 

Explanation:  
Common causes for Lambda errors are resource exhaustion or permissions. Although 
Lambda does need to be within a VPC to access certain resources, S3 and SQS are not 
on that list. Even if your function code is working as expected and responding 
correctly to test invokes, the function may not be receiving requests from Amazon S3. 
If Amazon S3 is able to invoke the function, you should see an increase in your 
CloudWatch requests metrics. If you do not see an increase in your CloudWatch 
requests, check the access permissions policy associated with the function. 
http://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions.html 

QUESTION: 2 
You are a DevOps consultant hired by a start-up company to help automate 
deployments of their application, which is running on AWS. The application consists 
of a couple of EC2 instances in an auto-scaling group, and the code base is stored in 
GitHub. You set up your deployment groups and deployment configuration, and 
attempt to run a test; however, the deployment fails. You review the Deployment 
Details but cannot readily determine a cause for the failure. What are some additional 
items that you should check? (Choose 3 answers) 

A. Check the format for your Deployment Spec file. 
B. Check to see if the instance was tagged properly. 
C. Check the format of your AppSpec file. 
D. Check to see if the instance has the right service role. 

Answer: B, C, D 

Explanation:  
Some common issues to check when you have a failed CodeDeploy deploy are tags, 
key pairs, and AppSpec settings. 
http://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting-general.html 
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QUESTION: 3 
You are responsible for your company's AWS infrastructure, which is currently 
deployed using Cloud Formation. Your supervisor has asked you to automate the 
installation of a new software package on a number of EC2 hosts. Since this package 
should be downloaded and installed each and every time an instance is provisioned, 
you decide to include an installation script as part of the instance’s user-data. You 
make the appropriate changes to the Cloud Formation template, and attempt to deploy 
your stack to a dev environment to test out your changes. You immediately realize that 
although the stack deployed successfully, the new software package was not installed. 
What is the first step you would take to troubleshoot this issue? 
 
A. Log into the AWS Console and navigate to CloudWatch logs; any EC2 errors will 
automatically show up there. 
B. Examine the S3 bucket containing your VPC flow logs; it may be a network 
problem. 
C. Log into one of the instances that was supposed to install the software and take a 
look at cloud-init.log; any errors encountered with user-data will show up here. 
D. Log into the AWS console and navigate to CloudFormation; any EC2 errors will 
automatically show up there. 
 
Answer: C 
 
Explanation:  
Any errors with user-data will be sent to the cloud-init.log. 
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.h
tml 
 
QUESTION: 4 
You are a DevOps consultant helping a FinTech start-up design and build out an AWS 
environment, which will serve as the back-end for a new peer-to-peer payment app. 
Due to security requirements, you are helping the company set up VPC Flow Logs to 
monitor for nefarious activity. You create a flow log and verify that it’s displayed as 
ACTIVE in the VPC console. However, you don’t see any log streams showing up in 
CloudWatch Logs. What are some possible explanations for this behavior? (Choose 3 
answers) 
 
A. Your flow log is still in the process of being created. 
B. Your VPC does not have the correct permissions to write to CloudWatch Logs. 
C. You don’t have the correct permissions to view CloudWatch Logs. 
D. As yet, no traffic has been recorded on your interfaces. 
 
Answer: A, C, D 
 
Explanation:  
CloudWatch Logs only records data from VPC Flow Logs when network traffic is 
present. In some cases, it can take up to 10 minutes for the log group and log streams 
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to be created after enabling VPC Flow Logs. 
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html#flow-logs- 
trouble shooting 

QUESTION: 5 
You are a DevOps consultant helping a FinTech start-up design and build out an AWS 
environment, which will serve as the back-end for a new peer-to-peer payment app. 
You’ve just created their primary AWS account, and now you need to set up admin 
accounts for yourself and two other administrators. What is the best course of action 
recommended by AWS for this task? 

A. Create an IAM group, attach a policy with admin permissions, create individual 
IAM users, and add them to the group. 
B. Create individual IAM roles and attach a policy with admin permissions. 
C. Create individual IAM users and attach a policy with admin permissions. 
D. Create an IAM role, attach a policy with admin permissions, create individual IAM 
users, and add them to the group. 

Answer: A 

Explanation:  
AWS recommends managing permissions at the group level, rather than at the 
individual user account level. 
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